Forensics 101

Brian JohnsonI i iﬁ i Security



Agenda

* Triage a suspect machine

* Analyze drive for malware,
Web history & other artifacts

e Sniff the network for badness




Why this talk?

Help find “bad stuff” quickly with:

* Limited staff and budget

* No centralized logging/alerting

* Want “cheap” triage before calling in the big guns



Disclaimer: we won't be doing this...




| ets start with a common scenario

/5 ' { “Hello, IT?
| ‘;\ My wallpaperis

| now a skull and
: | . crossbones and...” )
- :\.‘A — - —:‘L 5
Y T

[ "...No, Ididn’t click anything bad!!!!" ]

N




Remove Malware



¢ Antivirus 2010 M=) 3
Antivirus 2010

Regstrati i
Stay protected from the latest threats 6 B @ Heb

Antivirus 2010: Status
IJ System Scan

- @ Protection level: low
@ Security

Recommendation:

s ' Update antveus
b=~ Privacy

@ update ‘ : © NOT FOUNL

'j‘ Settings ‘ ____‘ w;:‘f'. ® NOT FOUNC

® NOT FOUNL

@ NOT FOUNC

| Scan Now \ ‘ Update Now \

Check your computer for veuses Download the latest protection to
and other theeats help keep your PC safe




Isolate network connectivity!

Unplug orisolate!



Isolate network connectivity!

S C:\Users\brian\Desktop> .\shieldsup.psl

The interfaces - such as wired/wireless/Bluetooth - are now all disabled.
This script will halt now. . . . . . .
°ress Enter to re-enable all 1nterfaces, or exit this script to keep 1nterfaces disabled.

°ress Enter to continue...:

f'Nehwoﬂ<ConnecHons
4k -_E-f » Control Panel » Network and Internet » Network Connections

Organize *

L EthernetD [ Bluetooth Network Connection
~ % Disabled

Disabled

. . 1548 C
@> Intel(R) 82574L Gigabit Network C... g Bluetooth Device (Personal Area




Removing malware

Physically secure the affected machine

'm sick.
l crobobly have malwore.

Don't commect to the nebwork!

Don't unclug!



live.sysinternals.com - /
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* Suite of tools to troubleshoot system issues

* Free download from Microsoft

* Get it "live” from https://live.sysinternals.com/



https://live.sysinternals.com/

(¥ Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-9M3GQQP\brian]

File Options View Process Find Users Help

B . i T
C Il Gl T X I e T Y |
Process Private Bytes ~ Working Set  PID Description Company Name Verified Signer
(1) 1Password.exe 126,860 K 108,444 K 12960 1Password for Windows desktop AgileBits Inc.
(1) 1Password.exe 13,792K 15,984 K 13760 1Password for Windows desktop AgileBits Inc.
=] AcroRd32 exe 11,524 K 23,864 K 24552 Adobe Acrobat Reader DC Adobe Systems Incorporat...
AcroRd32 . exe 40,064 K 65,748 K 16724 Adobe Acrobat Reader DC Adobe Systems Incorporat...
=] 1= AdobeCollabSync.exe 3,044 K 10,784 K 16564 Adobe Collaboration Synchronizer 19.8 Adobe Systems Incorporat...
= AdobeCollabSync.exe 6,556 K 17,016 K 16976 Adobe Collaboration Synchronizer 19.8 Adobe Systems Incorporat...
@ ALMon.exe 2,896 K 13264 Sophos Endpoint Security and Control Sophos Limited
[m|ALsvc.exe .30 J432K 4792 Sophos AutoUpdate Service. Sophos Limited
[m- | ApplicationFrameHost exe 36,836 K 10992 Application Frame Host Microsoft Corporation
~|armsvc.exe 4 5,952 K 4220 Adobe Acrobat Update Service Adobe Systems Incorporat...
[m|backgroundTaskHost exe 10,396 K 15,120 K 8952 Background Task Host Microsoft Corporation
5 14 940K 37,112K
ﬁ cmd.exe 4536 K 10,684 K 23576 Windows Command Processor Microsoft Corporation
[=| m Temd.exe 4500K 10,224 K 14792
B '|conhost exe 5,368 K 4396 K 3924
® '|conhost exe 5,384 K 4464 K 1398
ﬁ conhost exe 5460 K 5260 K 9400 Console Window Host Microsoft Corporation
B ' conhost.exe <0.01 5,640K 6,100 K 18876
ﬁ conhost exe 6,648 K 12,368 K 21712 Console Window Host Microsoft Corporation
B 'conhost.exe 6,472 K 11,660 K 22236
ﬁ conhost exe 6,288 K 14,376 K 23008 Console Window Host Microsoft Corporation
B 'csrss.exe <0.01 1,944 K 4,948 564
B |csrss.exe 0.87 2,736 K 6,108 K 660
B ' ctimon exe 91,252 K 19,256 K 10396
B | dasHost exe 4012K 11,032K 228

Shows parent/child relationship for processes



L Process Explorer - Sysinternals: www.sysinte
File Options View Process Find Users He
‘@‘ Run At Logon

Pr 0C
Verify Image Signatures

VirusTotal.com

Always On Top

% Replace Task Manager

Hide When Minimized
Allow Only One Instance
v  Confirm Kill

Tray lcons

Configure Symbols...

Configure Colors...

Difference Highlight Duration...
Font...
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&Y Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-9M3GQQP\brian]

File Options View Process Find Users Help

PR W |

FEECEEIERYY:

Process

(1) 1Password.exe
(1) 1Password.exe

—] B8 AcroRd32.exe

AcroRd32.exe

i=jAdobeCollabSync.exe

=y AdobeCollabSync.exe
AlLMon exe

[me ALsvc.exe
[m-|ApplicationFrameHost.exe
~larmsvc.exe
[m|backgroundTaskHost exe

CPU

1.05

0.63

0.08
<0.01

Private Bytes
126,860 K
13,792K
11,524 K
40,064 K
3,044 K
6,556 K
6,784 K
6,304 K
19,896 K
1416 K
10,396 K
5,860

Working Set
108,444 K
15,984 K
23,864 K
65,748
10,784 K
17,016 K
680 K
3432K
36,836 K
5952 K
15120 K
21576 K

PID Description

12960 1Password for Windows deskiop
13760 1Password for Windows deskiop
24552 Adobe Acrobat Reader DC
16724 Adobe Acrobat Reader DC
16564 Adobe Collaboration Synchronizer 19.8
16976 Adobe Collaboration Synchronizer 19.8
13264 Sophos Endpoint Security and Control

4792 Sophos AutoUpdate Service.
10992 Application Frame Host

4220 Adobe Acrobat Update Service

8952 Background Task Host

Company Name
AgileBits Inc.
AgileBits Inc.

Adobe Systems Incorporat...
Adobe Systems Incorporat...
Adobe Systems Incorporat...
Adobe Systems Incorporat...

Sophos Limited
Sophos Limited
Microsoft Corporation

Adobe Systems Incorporat...

Microsoft Corporation

Verified Signer

(Verified) AgileBits Inc.
(Verified) AgileBits Inc.
(Verified) Adobe Systems
(Verified) Adobe Systems
(Verified) Adobe Systems
(Verified) Adobe Systems
(Verified) Sophos Limited
(Verified) Sophos Limited
(Verified) Microsoft Windows
(Verified) Adobe Systems
(Verified) Microsoft Windows




LY Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-9M3GQQP\brian]

File Options View Process Find Users Help

CPU  Private Bytes | Working Set  FID Description

980 K 3,700 K 20068

4,388 K 10,236 K 23892
Susp... 20,384 K 544 K

Gg-.quickset_exe 3,852 K 13,512 K 12136 QuickSet

[ Susp... 221,392 K 128,196 K
i E Susp... 2,008 K 10,904 K
g Susp... 50,520 K 69,852 K

Company Name Verified Signer

(No signature was present in the subject)
NO signature was present in the subjec

(No signature was present in the subject) Dell ..

No "Company Name"” and no “Verified Signature”



L Process Explorer - Sysinternals: www.sysinternals.com [DESKTOP-9M3GQQP\brian]

File Options View Process Find Users ﬂelp

d  RunAtLogor | —

Proc CPU  Pnvate Bytes Working Set  PID
G v Verify Image Signatures "R AAA K 190R)

C VirusTotal.com Ch eck VirusTotal.com )

Submit Unknown Executables '
¥R [s 00 S LT
% Replace Task Manager 2972K 10,760 K 16564
Hide When Minimized 0.08 6,488 K 16,992 K 16976
6,784 K 60K 13264
6,304 K 3432K 4792
20,660 K 36,804 K|'10862
1416 K 9,952 K 4220
10,180 K 17,672 K 10004
Configure Symbols... 10,396 K 15,120 K. 8952
Configure Colors... Sp... 14,940 K 37,112K
3,504 K 10668 K 23576
4 500 K 10224 K 14792
0,368 K 4 396 K 3924

You can even check for viruses on the fly!

Always On Top

) a

Allow Only One Instance
v Confirm Kill

Tray Icons

Difference Highlight Duration...
Font...
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Detection ratio: 13/ 67

Analysis date: 2018-10-01 14:30:17 UTC ( 2 months ago )

Analysis @, File detail € Additional information ® Comments o L) Votes {5 Behavioural information

Antivirus Result Update

AVware Trojan.Win32.Generic!BT 20180925
CAT-QuickHeal Trojan.|IGENERIC 20181001
Cylance Unsafe 20181001
Cyren W32/S-1c56a407!Eldorado 20181001
F-Prot W32/S-1c56a407!Eldorado 20181001
Fortinet PossibleThreat 20181001
Microsoft Trojan:Win32/Bitrep.A 20181001

Symantec ML.Attribute.HighConfidence 20181001

You can even check for viruses on the fly!



Put malware to sleep first — then kill it

Window

—| @ firefoxexe
@ firefoxexe o
@ firefoxexe Set Priority

Set Affinity...

& firefox exe
@ firefox exe
@ firefox exe
@ firefox exe Restart

@ frefoxexe

3 OB

Kill Process

Kill Process Tree Shift+Del




Put malware to sleep first — then kill it

‘m-| FileCoAuth.exe
—| @ firefoxexe
@ firefox exe
@ firefox exe
@ firefox exe
@ firefox exe
@ firefox exe
@ firefox exe
@ firefox exe
B ! fontdrvhost exe
B ' fontdrvhost exe
‘w7 1AStorDataMgr
w.* |AStorlcon.exe
‘| ibtsiva.exe
—| (=>iexplore exe

Window

Set Affinity...

Set Priority

Kill Process Del
Kill Process Tree Shift+Del
Restart

Suspend

Create Dump

Check VirusTotal

Properties...

Search Online... Ctrl+M




Shows startup items, scheduled tasks and more

2} Everything % Logon MJ Explorer ,ﬁ Internet Explorer hj Scheduled Tasks % Services Drivers

Autorun Entry Description

ﬁ HELMSYSTEM \CurrentControl Set \Control*5afe Boot \Atemate Shell

Bl cmd exe Windows Command Processor
ﬁ HKLM*SOF TWARE \Microsoft \Windows \Cument Version*.Run

Ea SecurtyHealth Windows Defender notification icon

m VMware User Process VWMware Tools Core Service
ﬁ HECLUNSOFTWARE\Microsoft \Windows \Cumert Version\Run

i OnelDrive Microsoft OneDrive

»¥ Updater Windows PowerShell
ﬁ HELMSOF TWARE \Microsoft\Active Setuptinstalled Components

gl Microsoft Windows Windows Mail

I_] n/a Windows host process (Rundll32)
ﬁ HKLM*SOF TWARE " Wowb43Z2MNode \Microsoft\Active Setuptlnstalled Components

gl Microsoft Windows Windows Mail

I_] n/a Windows host process (Rundll32)
ﬁ HEKLMS0OF TWARE Microsoft \Windows \Cument Version \Explorer’.5hared Task Scheduler

%] SolDisk Mount Notification CBDisk Mount Notifier




Autoruns Scan Options

[ ]5can only per-user locations

| | Check VirusTotal.com

Submit Unknown Images

Rescan

And Options > Hide Microsoft Entries

Options  User Help

"

Hide Empty Locations
Hide Microsoft Entries
Hide Windows Entries

Hide YirusTotal Clean Entries

Scan Options...

Font...




Interesting findings!

' " Task Scheduler

BS \Adobe Acro...

o
)
ik
W
=
=
=
S

*
#

-

[ ]
[ ]
[ ]

s

N

Adobe Reader and Acro...
.. SupportAssistinstaller
\DropboxUp...

# \DropboxUp...
() \G2MUpdat...
s \GZMUpload...
) \GoogleUpd...
L) \GoogleUpd...
| WMicrosoft\W...
| WMicrosoft\W...
| WMicrosoft\W._..
| WMicrosoft\W._..
| WMicrosoft\W._..
| WMicrosoft\W...
| WMicrosoft\W._..
| WMicrosoft\W._..

Dropbox Update
Dropbox Update
GoToMeeting
GoToMeeting
Google Installer
Google Installer

Windows host process (...
Windows host process (...
Windows host process (...
Windows host process (...
Windows host process (...
Windows host process (...
Windows host process (...
Windows host process (...

(
(
(
(
(
(
(
(

(Verified) Adobe System. ..

(Verified) Dell Inc.
(Verified) Dropbox, Inc
(Verified) Dropbox, Inc
(Verified) LogMeln, Inc.
(Verified) LogMeln, Inc.
(Verified) Google Inc
(Verified) Google Inc

(Verified) Microsoft Wind...
(Verfied) Microsoft Wind...
(Verfied) Microsoft Wind...
(Verfied) Microsoft Wind...
(Verified) Microsoft Wind...
(Verified) Microsoft Wind._.
(Verfied) Microsoft Wind...

Rivet Network

(Verified

)
)
)
)
)
)
)
)
(Verified) Microsoft Wind...
)
)
)
)
)
)
)

c:\program files (x86)\common files\adob...

c:\program files\dellisupportassistagentibi...
c:\program files (x86)\dropboxiupdate\dro...
c:\program files (x86)\dropbox\update\dro...
c:\users\brian\appdatallocal\gotomeeting\...
c:\users\brian\appdatallocaligotomeeting\..

c:\program files (x86)\google\update\goo...
c:\program files (x86)\google\update\goo...
c:'windows\system32\rundll32 exe
c:windows\system32\rundll32 exe
c:'windows\system32\rundll32 exe
c:'windows\system32\rundli32 exe
c:windows\system32\rundli32 exe
c:'windows\system32\rundll32 exe
c'windows\system32\rundll32 exe
c:'windows\system32\rundli32 exe

C L2 WO E

c\users\brian\desktop'\faceoff.exe

8/14/2018 1:22 AM
10/25/2018 12:43 PM
10/21/2015 12:52 PM
10/21/2015 12:52 PM
11/29/2018 2:05 PM
11/29/2018 2:05 FM
7113/2017 8:07 PM
7113/2017 8:07 PM
4/14/1957 5:35 AM
4/14/1957 5:35 AM
4/14/1957 5:35 AM
4/14/1957 5:35 AM
4/14/1957 5:35 AM
4/14/1957 5:35 AM
4/14/1957 5:35 AM
4/14/1957 5:35 AM

Y D18 1201 HM
3/3/2022 1:29 AM




Interesting findings!

| \Microsoftiw...
'*\ \MicrosoftiW .

@ \SmartByte __.




Interesting findings!

Recycle Bin

You might at least cripple the malware!



Cleaning Malware — Summary
Cleaning steps:

1
p)
3
4.
5
6

. Disconnect from the network

. Find malicious processes/drivers

. Suspend & kill suspicious processes
-ind & remove malicious items

. Delete files associated with malware

. Reboot and repeat




Searching for evil the “easy” way



* Does a quick dump of memory — easy peasy!

* Free (!) to download and use -
(https://my.comae.io/) Stardust

Investigate with Comae

- Sign up for free account

Password

‘7 Forgot my password



https://my.comae.io/

< v » archive (B2) » Comae-Toolkit » xbd

Mame

Portable = fun!
‘B Bin2Dmp
i Comae
~ dbgeng.dIl
~ dbghelp.dll

o
3 3
2R
w2
Q 3
o |

D
LZ
-
C
5
i

- SwishDbgExt.dll
symsny.dll

B 72Dmp




Run Dumpit.Exe

= E\Comae-ToolkitwxE Durnplt.exe

DumpIt 2.6.208171228.1

Copyright (C) 28687 - 2817, Matthieu Suiche <http://ww.msuiche.net>
Copyright (C) 2612 - 2814, MoonSols Limited <http://www.moonsols.com>
Copyright (C) 2615 - 2817, Comae Technologies FZE <http://www.comae.io»

Destination path: WVAM\E:\Comae-Toolkit\x64\DESKTOP-0P75]JA-26186214-1768853 . dmp

Computer name: DESKTOP-0OP75J1A

--> Proceed with the acquisition ? [y/n] ¥ :__ ¥ drc I"||'I.I'E |:E:‘| ¥ L0 |"|"|EE-TI:I I:I”I:It ; Eu'-'l-
[+] Information:

Dump Type: Microsoft Crash Dump

[+] Machine Information:

Windows wversion: 18.8.15863

MachineId: 8C474D56-867C-CAED-682E-9363147C577 E”FIEDTTIFI
TimeStamp: 131631817467358422

cr3: Bxlaabe2 _
KdCopyDataBlock: @xfffff86laadBi82ac I:_|:| rae
KdDebuggerData: gxfffff8elaacds84fe

KdpDataBlockEncoded: gxfffffeelaas7bsfa

Current date/time:
+ Processing... g

[2018-02-14 (YYYY-MM-DD) 17:09:06 (L

dbgeng.dll

dbghelp.dll
. DESKTOP-OP75))A-20180214-171045.dmp
IT DESKTOP-OP75JIA-20180214-171045




* A "*completely open collection of tools... for the extraction of digital
artifacts from volatile memory (RAM)”

* Free (!) to download and use
(http://www.volatilityfoundation.org/)

* Runs on everything:

Volatility 2.6 Windows Standalone Executable (x64)
Volatility 2.6 Mac OS X Standalone Executables (x64)
Volatility 2.6 Linux Standalone Executables (x64)

Volatility 2.6 Source Code (.zip)

Integrity Hashes
View the README

View the CREDITS



http://www.volatilityfoundation.org/

Find evil 1/3: dlldump
Dump all executables in memory —and their supporting DLLs

root@pt-kali:~/Desktop/stux# /opt/vol/vol.py -f stuxnet.vmem ——profile=WinXPSP2x86 dlldump -D dlldump-export
Volatility Foundation Volatility Framework 2.6
Process(V) Name Module Base Module Name Result

ox828dfeze
Ox828dfez2e
0x821a2da®
Bx821a2da®
0x821la2da®
Ox82la2dab
Ox821a2da@
0x821a2da®
Bx821a2da®
0x821la2dab
Ox821a2da@
@x821a2da®
Bx821a2da®
Bx821la2da®
Bx81dab658
@x81dab658

sSmss.exe
sSmss.exe
CSTS5.EXe
CSISS.exe
CSISS.exe
CSISS.Exe
C5r55.eXxe
C5Ir55.8Xe
CSISS.exe
CSISS.exe
CSIrSS.exe
CS5Ir55.e8xe
CSISS.exe
CSISS.exe
winlogon.exe
winlogon.exe

Ox048580000
PxB7c900000
PxB4ab80000
BxB/c9608660
Ox075b40000
OxB77f10000
Bx07e720000
BxB7/7e/78680600
Px077ddeeen
Ox077feb000
BxB75b50000
Bx87c86B868
PxB7e410000
Ox075b60000
0x001000000
PxB7c900000

SMss.exe
ntdll.dll
CSrSS.exe

CSRSRV.d1l
GDI32.d11
sxs.dll
RPCRT4.d1l1
ADVAPI32.dl1ll
Secur32.dll
basesrv.dll
KERNEL32.d11
USER32.d11
winsrv.dll
winlogon.exe
ntdll.d1ll

OK: module.376.22df020.48580000.d11
OK: module.376.22df820.7c%00000.d11
OK: module.600.23a2da@.4a680000.d11
Error: Dl1Base is paged

OK: module.680.23a2da®.75b40000.d11
Error: Dl1Base 1s paged

Error: Dl11Base 1s paged

Error: Dl1Base is paged

Error: DllBase is paged

Error: DllBase 1s paged

Error: Dl1Base 1s paged

Error: D11Base is paged

OK: module.680.23a2dad.7e410000.d11
OK: module.600.23a2da@.75b60000.dl1
OK: module.624.1fab650.10800000.d11
OK: module.624.1fa5650.7c900000.d11




Find evil 2/3: malfind
Search for malicious executables and shellcode

root@pt-kali:~/Desktop/stux# /opt/vol/vol.py -f stuxnet.vmem —-profile=WinXPSP2x86 malfind -D mal-dump/
Volatility Foundation Volatility Framework 2.6

Process: csrss.exe Pid: 680 Address: @x7f6f0eee

Vad Tag: Vad Protection: PAGE_EXECUTE_READWRITE

Flags: Protection: 6

Bx7f6f00B8 cB8 6@ 60 e6 1f 81 60 e ff ee ff 88 78 e
Bx7f6f0010 08 00 00 66 60 fe 0O €0 0@ 066 16 00 20 08
Bx7f6f0020 00 ©2 00 06 6O 20 PO 0@ 8d @1 @6 ff ef fd .
Bx7f6f0030 03 00 08 66 00 00 90 60 6O 06 06 0o 0o 0o cresersarareana

Bx7f6T0000 cB80000080 ENTER @x@, ©0xe
Bx7fé6feevs 1f POP DS
Bx7f6f0005 01008 ADD [EAX], EAX




Find evil 3/3: moddump
Extract all drivers from memory (a ton of info!)

root@pt-kali:~/Desktop/stux# /opt/vol/vol.py -f stuxnet.vmem —-profile=WinXPSP2x86 moddump -D moddump-export/
Volatility Foundation Volatility Framework 2.6

Module Base Module Name Result

Bx0804d/000 ntoskrnl.exe OK: driver.804d7000.sys

Ox0806d0eed hal.dll OK: driver.806d0000.sys

@x8f7470000 update.sys OK: driver.f7470000.sys
Bx8f89badvd usbehci.sys OK: driver.f8%babd@e.sys
Bx0f8alabo® HIDPARSE.SYS OK: driver.f8ala@e@.sys
Bx0f8b5ab0e® CmBatt.sys OK: driver.f8b5a080.sys
@x@f855a000 pcl.sys OK: driver.f855a0800.sys
Bx0f892a®08® usbuhci.sys driver.f8%aabB@.sys




Scan infected files from memory dump

'KEEP OUT

ZOMBIE
ZONE s>

FITIIIIIIIIy
YOU ARE NOW ENTERING
AN INFECTED AREA
FTTIIIIIrrsy




Analysis using a basic Ubuntu Linux VM

mi — root@qguarantine: ~ — ssh « -bash — 80x24

root@quarantine:~# apt-get install clamav

Install open-source AV with a single command



Analysis using a basic Ubuntu Linux VM

root@pt-kali:~/Desktop/stux# clamscan -r ~/Desktop/stux qren — - OK$
/root/Desktop/stux/moddump-export/driver.f895a000.sysfy Win.Trojan.Rootkit-8720 FOUND
/root/Desktop/stux/mal-dump/process.8x81c498c8.0x10600P0.dmp: Win.Trojan.5873027-1 FOUND
/root/Desktop/stux/mal-dump/process.fx81c498c8.0x8000d.dmp: Win.Worm.Stuxnet-49 FOUND
/root/Desktop/stux/mal-dump/process.fx8leb6ldad.8xb70040.dmp: Win.Worm.Stuxnet-49 FOUND
/root/Desktop/stux/mal-dump/process.@x81c47c00.0x6T00d0 .dmp: Win.Worm.Stuxnet-49 FOUND

/root/Desktop/stux/mal-dump/process.®x81c47cPB0.0x1000400.dmp: Win.Trojan.58730827-1 FOUND
/root/Desktop/stux/mal-dump/process.Bx81c47cP0.0x80800d.dmp: Win.Worm.Stuxnet—49 FOUND
/root/Desktop/stux/dlldump-export/module.940.2061dad.doeoee.dll: wWin.Trojan.Agent-229176 FOUND
/root/Desktop/stux/dlldump-export/module.868.1e498c8.09080000.d1l1l: Win.Trojan.Duqu-18 FOUND
froot/Desktop/stux/dlldump-export/module.1928.1e47cP0 J1000000.d11: Win.Trojan.Duqu-1@ FOUND
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Can you smell what
the network is cooking?






Security Onion

https://securityonion.net/




Security Onion ..

Dashboard [Er«baa - -

@ Discover Add a filter 4
avigation otal Number of Logs otal Log Coun er Time

[ visualize Navigat Total Number of Log Total Log Count Over Tl
® Dashboard -

Home
©  Timelion Help ‘5 100,000

o
< 50,000

# veren ert Data 392,206

Bro Motices 0 T T T

18:00 21:00 00:00

n (T rr— ElastAlert o

HIDS
° Squert NIDS

Bro Hunting
‘3 Logout All Sensors - Log Type

Connections & 1yp

DCE/RPC

DHCP Log Type(s) = Count =

DNP3

DNS bro_conn 182,054

Files bro_dns 87.460

FTP

HTTP bro_weird 45,649

Intel

Kerberos CRON 23,842

Modbus

MySQL bro_files 2,794

NTLM

PE bro_ssl 1,909

RADIUS bro_x509 1.216

RDP

RFB suU 1.146
o Collapse ;:'B ossec 1,036



Security Onion
NIDS alert

NIDS - Alert Summary

Alert =

Source IP Address =

Destination IP Address =

ET INFO Packed Executable Download

ET POLICY DNS Update From External net

173.194.54.235

192.168.55.210

192.168.55.210

192.168.55.200

ET POLICY DNS Update From External net 192.168.55.220 192.168.55.200
ET POLICY PE EXE or DLL Windows file download HTTP 173.194.54.235 192.168.55.210
ET POLICY RDP connection confirm 192.168.55.200 192.168.3.20
ET POLICY RDP connection confirm 192.168.55.200 192.168.3.50
ET POLICY RDP connection confirm 192.168.55.220 192.168.3.20
ET CURRENT_EVENTS Possible MyEtherwallet Phishing Landing - Title over non S5L 159.65.205.186 192.168.55.210
ET INFO DNS Query for Suspicious .cf Domain 192.168.55.210 192.168.55.200
ET POLICY M5 Remote Desktop Administrator Login Request 192.168.3.50 192.168.55.200




Security Onion

Hits on “"Baby” domains

DNS - Baby Domain Requests

Domain creation_date: Descending Count
giveaway-user.com December 4th 2018, 13:14:51.000 6

l-obmen.pro November 29th 2018, 10:14:06.000 <



Security Onion
DNS query count

DNS - Queries

Query Count
lol.7minsec.com 32,016
lol.7minsec.com.faceoff.now 32,014
200.55.168.192.in-addr.arpa 16,026
isatap 329
fo-dcD1 288
wpad.faceoff.now 225
settings-win.data.microsoft.com 205
array505-prod.do.dsp.mp.microsoft.com 175
v10.events.data.microsoft.com 161 "

arravs06-prod.do.dsp.mp.microsoft.com
IR T e



Conclusion

\) ,

* Quick malware triage with Sysinternals

\
5

* Dumped/analyzed malware with Dumpit and Volatility
* Sniffed the network with Security Onion



