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Visibility with Reduced
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Enterprise Level Protection at SMB Prices
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Increase Protection

* Network Visibility & Segmentation
* Increase & Improve Security Controls
* Maintain or Improve Usability Locally & Remote

* Utilize Low or No Cost products



Increase Visibility

Basic Security Controls Advanced Security Controls
* Performance Monitoring * IPS
* Central Log Collection * IDS
* Malware
* Proxy

SIEM



Improve Security Controls Maintain or Improve Usability

Basic Security Controls Maintain or Improve Usability
* Central logging of devices allows * Implementing a secure network
for easy search and improved will provide the capabilities to
troubleshooting and forensics. securely support remote
workers as well as a BYOD
infrastructure.

Advanced Security Controls

* In most cases Companies do not
have any protection except what
the firewall provides.



Low or No cost

Basic Security Controls
* Performance Monitoring with openNMS

* Central Log Collection with Hydra or Rsyslog
* Hydra must be purchased

* Rsyslog (testing in progress)

Advanced Security Controls
IPS Using Snort
Network level IDS Using Bro
Network Level Malware Protection Using Mailtrail
Proxy Using Squid *via WCCP if available*

SIEM Using Siemonster



OpenNMS
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SNORT W/ BASE

Basic Analysis and Security Engine (BASE)

Added 2 alert(s) to the Alert cache

Queried on : Thu July 28, 2005 12:52:57

Database: snorti@locahost  (Schema Version: 108)
Time Window: [2005-07-25 17:07:52] - [2005-07-25 12:45:05]

- Today's alerts: unique listing Source IP Destination IP
- Last 24 Hours alerts: unique listing  Source IP Destination IP
- Last 72 Hours alerts: unique listing  Source IP Destination IP

- Most recent 15 Alerts: any protocol TCP uppP ICMP
- Last Source Ports: any protocol TCP uppP

- Last Destination Parts: any protocol TCP upp

- Most Frequent Source Ports: any protocol TCP uppP

- Most Fregquent Destination Ports:  any protocol TCP uppP

- Most frequent 15 Addresses: Source  Destination

Use Archive Database
- Most recent 15 Unique Alerts

- Most frequent 5 Unique Alerts

Traffic Profile by Protocol
TCF (8%
.

LIDP {0%:)

{31%)

JDP (0) Portscan Traffic {60%)

2) UDP (0) |

Alert Group Maintenance | Cache & Status | Administration

BASE 1 1.3 (lynn) (v Kevin Johnson and the BASE Project Team
Built an ACID by Roman Danyliv )




BRO W/ Kabana
1 Kiban

a Discover Visualize Dashboard Semngs




Mailtrail

2015-08-13 (2 months ago) Documentation | Issues | Log Out {admin)

sensor events first_seen reference
openbi.org
beeS8bel 2.73.138
cbd7600a 85.25.103.50 supermicro bmc password disclosure attempt (attacker)
198.20.70.11 attacker
(DNS) checkip.dyndns.org ipinfo (suspicic
25 (SMTP) 08.72.135 attacker

5.107.155.114 Spammer or crawler
J.dyndns.org dynamic domain (suspicious
23.30.188.220 123.30.188.220 attacker
193.105.201.11 193.105.201.11 attacker
198.20.69.74 & 198.20.69.74 heartbleed malformed request (attacker)
makile bitterstrawberry.or malware

domain (suspicious)

25 (SMTP) attacker openbl.org
BO (HTTP) attacker Cinsscore.com
torpig (malw
attacker
attacker
domain (suspicious)

Feb55c37

f4r4281r°
aafd228b
40115817
B=ED)| »

Showing 1 to 25 of 1,143 threats

sSpammer or crawler

attacker

attacker

attacker

oenooefooseafjfeoafeafosaas

attacker




Squid W/webmin

File Modifica Visuslizza Cronclogia Segnalibn  Strumenti  Aiuto

Uvial vian Seven
Quote Disco
Samba Windows File Sharing
Scarica la posta con Fetchmail
= Sendmail Mail Server
= Server di database MySQL
& Server Dovecot IMAP/POP3
& Shoreline Firewall
= Shorewall6 Firewall
= SMART Drive Status
= SpamAssassin Mail Filter
* Squid Proxy Server
= Squid Report Generator
¢ SSLTunnels
System Logs NG
= Voicemail Server
©  Webalizer Logfile Analysis
WU-FTP Server

< Resetta moduli

Squid Proxy Server

n initialized. This must be do

as Unix user proxy

[

1s button to activate the current Squid configuration

stop the running S OXy ser S 1, clients using it will be unable to make web or



SIEMonster

Reports

Dradis

SIEMm

SIEM for Everyone

Event Monitor Health IncidentResponse

RabbitMQ Support

SUPPORT OPTIONS:

Prometheus

o |

Threatintel




Internet

Internet Device

VPN

Firewall /Zone

VPN Users / Clients / Customers

WEB Default / Inside

Firewall /Zone

Servers Workstations

WEB/Default
Firewall/ Zone

Wireless Users

Sample Basic
Network



Internet Device

WPN
Firewall /Zone

VPN Users / Clients / Customers

WEB Default / Inside

Firewall / Zone

Servers

Internet

IDS
(SPAN /TAP)

Workstations

WEB.D efault
Firewall Zonhe

Malware
(SPAN /TAP)

Wire_less Users

Sample
Intermediate
Network



¥PN
Firewall / Zone

VPN Users / Clients / Customers

WEB Default/ Inside

Firewall / Zone

Servers

{(Various Connections)

Internet

IDS
(SPAN /TAP)

Workstations

WEB/D efault
Firewall Zone

Malware
(SPAN /TAP)

Wire_less Users

Sample
Advanced
Network



* Hypervisor (to deploy virtual proxy)
* 64 GB RAM
« HDD Space (Based on OS and events saved)
* 4 Core Processor
* 2 Network interfaces . .
Minimum
Requirements

For Basic Protection



* Server

* 16 GB RAM

* 60GB Free HDD Space (Host Information)

* 4 Core Processor

* 2 Network interfaces . .
Minimum
Requirements

For Intermediate Protection

* Hypervisor
* 64+ GB RAM
« HDD Space (Based on OS and events saved)
* 4 Core Processor

* 4 Network interfaces



* 3 Servers
* 32 GBRAM
* 60GB Free HDD Space (Host Information)
¢ 8 Core Processor

* 2 Network interfaces

* 2 Servers Minimum
+ 64 GBRAM Requirements

* 60GB Free HDD Space (Host Information)
For Advanced Protection
* 16 Core Processor

* 2 Network interfaces

* Hypervisor
* 224 GB RAM
* HDD Space (Based on OS and events saved)
* 56 Core Processor

* 8 Network interfaces

**NOTE** Event Rate: ~ 47 million events per hour scalable upwards 30-day time frame for open indices 6 months’ data maintained onsite [ Weekly snapshots Data archive to AWS Glacier/S3



Install LINKS

Security Control Website Install link
OSSEC

Open NMS

SNORT

BRO (Zeek)

Maltrail

Squid

SIEMonster



https://www.ossec.net/
https://updates.atomicorp.com/channels/ossec-3-testing/windows/
https://www.opennms.org/en
https://www.opennms.org/en/install
https://www.snort.org/
https://www.zeek.org/index.html
https://www.vultr.com/docs/installing-bro-ids-on-ubuntu-16-04
https://github.com/stamparm/maltrail
https://www.howtoforge.com/tutorial/installation-and-usage-of-maltrail-detection-system-on-ubuntu/
http://www.squid-cache.org/
https://www.howtoforge.com/set-up-squid-siblings-on-centos-6.3-with-wccp
https://siemonster.com/
https://plasso.com/s/wRQDBoUXK5/

QUESTIONS?



