
Increase Protection & 
Visibility with Reduced 
Network Complexity
Enterprise Level Protection at SMB Prices



Increase Protection

• Network Visibility & Segmentation

• Increase & Improve Security Controls

• Maintain or Improve Usability Locally & Remote

• Utilize Low or No Cost products



Increase Visibility

Basic Security Controls

• Performance Monitoring 

• Central Log Collection 

Advanced Security Controls

• IPS 

• IDS 

• Malware 

• Proxy

• SIEM



Improve Security Controls

Basic Security Controls

• Central logging of devices allows 
for easy search and improved 
troubleshooting and forensics.

Advanced Security Controls

• In most cases Companies do not 
have any protection except what 
the firewall provides.

Maintain or Improve Usability

Maintain or Improve Usability

• Implementing a secure network 
will provide the capabilities to 
securely support remote 
workers as well as a BYOD 
infrastructure.



Low or No cost

Basic Security Controls

• Performance Monitoring with openNMS

• Central Log Collection with Hydra or Rsyslog

• Hydra must be purchased

• Rsyslog (testing in progress)

Advanced Security Controls

• IPS Using Snort 

• Network level IDS Using Bro

• Network Level Malware Protection Using Mailtrail

• Proxy Using Squid *via WCCP if available*

• SIEM Using Siemonster



OpenNMS



SNORT W/ BASE



BRO W/ Kabana 



Mailtrail



Squid W/webmin



SIEMonster



Sample Basic 
Network



Sample 
Intermediate 
Network



Sample 
Advanced 
Network



Minimum 
Requirements

• Hypervisor (to deploy virtual proxy)

• 64 GB RAM

• HDD Space (Based on  OS and events saved)

• 4 Core Processor

• 2 Network interfaces

For Basic Protection



Minimum 
Requirements

• Server

• 16 GB RAM

• 60GB Free HDD Space (Host Information)

• 4 Core Processor

• 2 Network interfaces

• Hypervisor

• 64+ GB RAM

• HDD Space (Based on  OS and events saved)

• 4 Core Processor

• 4 Network interfaces

For Intermediate Protection



Minimum 
Requirements

• 3 Servers

• 32 GB RAM

• 60GB Free HDD Space (Host Information)

• 8 Core Processor

• 2 Network interfaces

• 2 Servers

• 64 GB RAM

• 60GB Free HDD Space (Host Information)

• 16 Core Processor

• 2 Network interfaces

• Hypervisor

• 224 GB RAM

• HDD Space (Based on  OS and events saved)

• 56 Core Processor

• 8 Network interfaces

For Advanced Protection

**NOTE** Event Rate: ~ 47 million events per hour scalable upwards 30-day time frame for open indices 6 months’ data maintained onsite / Weekly snapshots Data archive to AWS Glacier/S3



Install LINKS

Security Control Website Install link

OSSEC https://www.ossec.net/
https://updates.atomicorp.com/channe

ls/ossec-3-testing/windows/

Open NMS https://www.opennms.org/en https://www.opennms.org/en/install

SNORT https://www.snort.org/

BRO (Zeek) https://www.zeek.org/index.html
https://www.vultr.com/docs/installing-

bro-ids-on-ubuntu-16-04

Maltrail
https://github.com/stamparm/malt

rail

https://www.howtoforge.com/tutorial/i
nstallation-and-usage-of-maltrail-

detection-system-on-ubuntu/

Squid http://www.squid-cache.org/
https://www.howtoforge.com/set-up-
squid-siblings-on-centos-6.3-with-wccp

SIEMonster https://siemonster.com/ https://plasso.com/s/wRQDBoUXK5/

https://www.ossec.net/
https://updates.atomicorp.com/channels/ossec-3-testing/windows/
https://www.opennms.org/en
https://www.opennms.org/en/install
https://www.snort.org/
https://www.zeek.org/index.html
https://www.vultr.com/docs/installing-bro-ids-on-ubuntu-16-04
https://github.com/stamparm/maltrail
https://www.howtoforge.com/tutorial/installation-and-usage-of-maltrail-detection-system-on-ubuntu/
http://www.squid-cache.org/
https://www.howtoforge.com/set-up-squid-siblings-on-centos-6.3-with-wccp
https://siemonster.com/
https://plasso.com/s/wRQDBoUXK5/


QUESTIONS?


