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SOFT SKILLS FOR THE COMMON SECURITY. PRC

* YOUR WORK MEANS NOTHING IF YOU CAN'T CONVEY WHY IT MATTERS

* FIX IT OR WE ALL DIE
*  NOT AN EFFECTIVE ARGUMENT

*  NOT THE ANSWER (AT LEAST 97.5% OF THE TIME)




KNOW YOUR SURROUNDINGS

Understand
the Risk

I%‘\

Collaborate
for success

*  WILL THIS AFFECT OUR ABILITY TO DELIVER OUR PRODUCT?

*  WILL THIS AFFECT OUR EMPLOYEES¢?

SAME QUESTIONS APPLY FOR CONSULTANTS AND THEIR CLIENTS




EXECUTE AND DELIVER

/

NEMOINNES MUST HAVE GOOD PRESENT WELL
DELIVERABLE WRITING SKILLS
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Findings for Report: Juice Shop

Clients Reports / Juice Shop / ListView / Readout View

Executive Summary

Findings Status

Findings Overview

Severity Open In Process Closed

m In Process [ Closed

Introduction:

A comprehensive application security test for the Juice Shop application was conducted.

Threat Model:

This is a web application with public and private endpoints.

This is cu
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Critical
SQL injection { “ 3
High °

Cross-site scripting (stored)
High

Flash cross-domain policy
High

0S command injection
High

Password hash set in JWT
Authentication Token

High
XML external entity injection

Database connection string
disclosed

Low

Ajax request header
manipulation (DOM-based)
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