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Agenda

• Triage a suspect machine

• Analyze drive for malware, 
Web history & other artifacts

• Sniff the network for badness



Why this talk?
Help find “bad stuff” quickly with:

• Limited staff and budget

• No centralized logging/alerting

• Want “cheap” triage before calling in the big guns



Disclaimer: we won’t be doing this…



Lets start with a common scenario
“Hello, IT?

My wallpaper is 
now a skull and 

crossbones and…”

“…No, I didn’t click anything bad!!!!”



Remove Malware



Removing malware



Removing malware
Isolate network connectivity!

Unplug or isolate!



Removing malware
Isolate network connectivity!



Removing malware
Physically secure the affected machine



Analysis with Sysinternals

• Suite of tools to troubleshoot system issues

• Free download from Microsoft

• Get it ”live” from https://live.sysinternals.com/

https://live.sysinternals.com/


Analysis with Sysinternals – Process Explorer

Shows parent/child relationship for processes



Analysis with Sysinternals – Process Explorer



Analysis with Sysinternals – Process Explorer



Analysis with Sysinternals – Process Explorer

No “Company Name” and no “Verified Signature”



Analysis with Sysinternals – Process Explorer

You can even check for viruses on the fly!



Analysis with Sysinternals – Process Explorer

You can even check for viruses on the fly!



Analysis with Sysinternals – Process Explorer
Put malware to sleep first – then kill it



Analysis with Sysinternals – Process Explorer
Put malware to sleep first – then kill it



Analysis with Sysinternals – Autoruns
Shows startup items, scheduled tasks and more



Analysis with Sysinternals – Autoruns
Filter out some noise in Options → Scan Options

And Options →Hide Microsoft Entries



Analysis with Sysinternals – Autoruns
Interesting findings!



Analysis with Sysinternals – Autoruns
Interesting findings!



Analysis with Sysinternals – Autoruns
Interesting findings!

You might at least cripple the malware!



Cleaning Malware – Summary
Cleaning steps:

1. Disconnect from the network

2. Find malicious processes/drivers

3. Suspend & kill suspicious processes

4. Find & remove malicious items

5. Delete files associated with malware

6. Reboot and repeat

#



Searching for evil the “easy” way



DumpIt
• Does a quick dump of memory – easy peasy!

• Free (!) to download and use
(https://my.comae.io/)

• Sign up for free account

https://my.comae.io/


DumpIt
Portable = fun!



DumpIt
Run Dumpit.Exe



Volatility
• A “completely open collection of tools… for the extraction of digital 

artifacts from volatile memory (RAM)” 

• Free (!) to download and use
(http://www.volatilityfoundation.org/)

• Runs on everything:

http://www.volatilityfoundation.org/


Volatility
Find evil 1/3: dlldump

Dump all executables in memory – and their supporting DLLs



Volatility
Find evil 2/3: malfind

Search for malicious executables and shellcode



Volatility
Find evil 3/3: moddump

Extract all drivers from memory (a ton of info!)



Volatility
Scan infected files from memory dump

WARNING!  WARNING!  WARNING!



Volatility
Analysis using a basic Ubuntu Linux VM

Install open-source AV with a single command



Volatility
Analysis using a basic Ubuntu Linux VM

#



Can you smell what 
the network is cooking?



Security Onion



Security Onion
https://securityonion.net/



Security Onion
Dashboard



Security Onion
NIDS alert



Security Onion
Hits on “Baby” domains



Security Onion
DNS query count

#



Conclusion

• Quick malware triage with Sysinternals

• Dumped/analyzed malware with Dumpit and Volatility

• Sniffed the network with Security Onion


